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High availability in active/passive mode.
a) Pulling a monitored interface must cause the device to
fail and the backup appliance must take on the load.
b) Rebooting the primary device must cause the backup
device to take on the load.

Physical network connectivity
a) SFP+ ports must connect at 10GB.
b) Main Site: Four 10GB ports must be configured in two
aggregate interfaces
c) Branch Site: Four 1GB ports must be configured in an
aggregate Ethernet interface

Zones and Connectivity
a) Firewall must be deployed transparency, without
assigning MAC or IP address to the interfaces
b) Connectivity must be confirmed between the zones and
sites using ping.

Traffic engineering - Traffic load must be shared
across both interfaces in the aggregate Ethernet.

Ability to view top applications by session count

Ability to view top applications by bandwidth
utilization

Ability to specify a time period of interest

Ability to view top sources of an application by
session count or bandwidth utilization. A source

should be identifiable by IP address, machine DNS
name.

Ability to view top destinations of an application by
session count or bandwidth utilization. A destination
should be identifiable by (as applicable) IP address,
machine DNS name

10

Ability to view top source and destination countries

11

Ability to view top applications utilized by a user. A
user should be selectable by IP address and the top
applications should be selectable by session count or
bandwidth utilization.

12

Ability to view top destinations by session count or
bandwidth.

13

Ability to view top destination countries by session
count or bandwidth utilization

14

Ability to view detailed log messages by application

15

Verify the ability of the Firewall to allow/block
applications. Create policy to allow certain
applications and block others, and verify that the
applications are controlled as expected. Confirm
correct logging.
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16

Verify the ability of the Firewall to include source IP
address/destination IP address in application control
policies. Create policy to allow applications and block
others by sourcesdestination IP, and verify that the
applications are controlled as expected. Confirm
correct logging.

17

Verity the ability of the Firewall to allow application
control policies to be created by application categories
and capabilities of applications rather than just by
individual applications.

18

Verify the capability to log application file transfer in
upload/download directions.

19

Verify the capability to block application file transfer

in uploadsdownload directions.

proprietary M2y 120N POOY WATI KD WNNN : NINIAN
encrypted applications

20

Rename a file to a different extension (e.g., test.exe to
test.doc). With a policy that blocks the original file
type but allows the renamed file type, verify that the
Firewall can identify and control the file based on its
original file type.
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N9

1 IWUND NVXDIDNIND HY ITPNYN NNVPVIIIND NN NHRTN NTAHN NP>TA2 MP>TAN N0
.NVPIINN YV (DC) DNIWA NN PS5 NVIDIDINN DY P2 I8N FW

oV -OWNNHN T DY PV LIXTA  nnNTO MPITA OHD MYNNNIA YNNI DNAYNND MNT
.0Mwn
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# | Test Case Description np’7a2h M) 115 | NHavA PYON 92¥0n
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1 | HTTP — Maximum Connections per Max 12
Second (L7) Connections per
Second
2 | HTTP — Maximum Concurrent Max Concurrent 13
Sessions (L7) Sessions
3 | Traffic Throughput (UDP Packet 64/ 512 | Max 14 14
byte) Throughput
4 | Traffic [Psec VPN Throughput Max 17
( Packet 512 byte) Throughput
5 | Traffic SSL inspection Throughput Max 16
Throughput
6 | Application Control Throughput (http Max 18
Packet 64byte) Throughput
7 | Traffic Mix — Maximum Throughput Max 15
(L7) — App-ID / Threat Prevention / Throughput
SSL Decryption
N92V5 NN VNN Traffic Mix-N Man
"
8 | Applications using non-standard ports Pass or Fail 20
(L7)
9 | HA Failover Testing System Pass or Fail* 12
Switchover
10 | HA Failover Testing Link Monitoring Pass or Fail* 12
11 | Restoring a Configuration from Backup | Pass or Fail 13
12 | Event log - Export to SMTP Pass or Fail 22
13 | Virtual Machin Pass or Fail 21
14 | Interface setup as a Virtual Wire Pair Pass or fail 9
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Traffic Mix Percentage Transaction Size
HTTP (TCP/80) 30% 64K
HTTPS/SSL (TCP/443) 30% 64K
FTP (TCP/21 and 20) 20% 128K
MSSQL (TCP/1433) 10% 64K

NN NN DTIVNRN NPYTI IO MIYD THIRYI XN NVIDIIIND D 91210 DOYD NHINRD M0
P72 Y0>I0N 12YNY GON MYIIT NN NNV 1T 7O 7PN XD NIPN 932 .NNIAYNN DTN

MPI12N MNGHN

.ONavN Yy, Np>Tan s 7180 Traffic Generator -nN NN PODY DXWINNN NPINNI
299 0NDY MPYTANN TR DD ONNA MNYT P29 (TIY MV I [XTA) mpr1an »o
PDF 5w 0782 70> mmyT1n vnmo
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T2 MVLNOIN MP>TAN DI NNISN TINYD NNPNINN MIIYNN DY .NMITD THYIND NITYI

NPTN NN W)/ | MIvD

1 | High availability in active/passive mode.

c) Pulling a monitored interface must cause the device to fail
and the backup appliance must take on the load.

d) Rebooting the primary device must cause the backup device
to take on the load.

2 | Physical network connectivity

d) SFP+ ports must connect at 10GB.

e) Main Site: Four 10GB ports must be configured in two
aggregate interfaces

f) Branch Site: Four 1GB ports must be configured in an
aggregate Ethernet interface

3 | Zones and Connectivity

¢) Firewall must be deployed transparency, without assigning
MAC or IP address to the interfaces

d) Connectivity must be confirmed between the zones and sites
using ping.

4 | Traffic engineering - Traffic load must be shared across

both interfaces in the aggregate Ethernet.

Ability to view top applications by session count

Ability to view top applications by bandwidth utilization

Ability to specify a time period of interest

Ability to view top sources of an application by session

count or bandwidth utilization. A source should be

identifiable by IP address, machine DNS name.

9 | Ability to view top destinations of an application by

session count or bandwidth utilization. A destination

should be identifiable by (as applicable) IP address,

machine DNS name

10 | Ability to view top source and destination countries

11 | Ability to view top applications utilized by a user. A user

should be selectable by IP address and the top

applications should be selectable by session count or

bandwidth utilization.

12 | Ability to view top destinations by session count or

bandwidth.

13 | Ability to view top destination countries by session count

or bandwidth utilization

14 | Ability to view detailed log messages by application

15 | Verify the ability of the Firewall to allow/block

applications. Create policy to allow certain applications

and block others, and verify that the applications are

controlled as expected. Confirm correct logging.

16 | Verify the ability of the Firewall to include source IP

address/destination IP address in application control

policies. Create policy to allow applications and block

others by sourcesdestination IP, and verify that the

applications are controlled as expected. Confirm correct

logging.

17 | Verify the ability of the Firewall to allow application

control policies to be created by application categories

[o XN N NNT, |
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and capabilities of applications rather than just by
individual applications.

18 | Verify the capability to log application file transfer in
upload/download directions.

19 | Verify the capability to block application file transfer in
upload/download directions.

20 | Rename a file to a different extension (e.g., test.exe to

test.doc). With a policy that blocks the original file type
but allows the renamed file type, verify that the Firewall
can identify and control the file based on its original file

type.
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